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Overview

Veriﬁcation tools based on abstraction technique have been developed, e.g.,
SLAM [1] and BLAST [2]. However, it is still diﬃcult to analyze properties
relating to heap manipulation. We present the tool MLAT (Modal Logic Abstraction Tool) for heap analysis based on predicate abstraction technique. Our
approach [3] uses formulae of a modal logic to express predicates for abstraction.
Related work of heap analysis is TVLA [4] and separation logic [5].
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Aspect of a heap

We consider a heap as a set of cells, each of which contains pointers pointing
to cells. To describe properties of heaps, we introduce a modal logic, which is a
multi-modal extension of CTL, described below.
For each pointer-valued ﬁelds of a cell, we have a modality with forward and
backward directions. Each boolean-valued ﬁeld of a cell is used as a predicate
symbol. Each pointer variable in a program is used as a nominal, or a special
sort of predicate symbol that should be satisﬁed at only one state in a Kripke
structure. We call the logic 2CTLN, or two-way CTL with nominals. A heap can
be viewed as a Kripke structure of the logic by regarding a cell as a state, and a
“points-to” relation as a transition relation labelled with the corresponding ﬁeld.
The labelling function is also naturally deﬁned: a predicate symbol is satisﬁed
at a cell if its value is true and a nominal is satisﬁed if the corresponding variable
points to it. Figure 1 shows a Kripke structure representing pointer variables
point to cells.
In logics with nominals, we have formulae of the form @n φ, where n is a
nominal. That intuitively means that φ holds at the state where n satisﬁes at.
In this paper, we call such formulae pFormulae.
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Figure 1: A Kripke structure representing pointer variables pointing to cells
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Implementation

MLAT is a tool based on predicate abstraction [6] to generate a ﬁnite abstract
transition system from a program that manipulates pointers. In MLAT, predicates for abstraction are described in pFormula. That makes various predicates
expressible and gives concise expressions of complicated conditions. MLAT is
implemented in Java, and uses JavaBDD [7] for better performance.
Input of MLAT is a ﬁle which consists of variable declarations, a program,
predicates for abstraction, and properties for veriﬁcation. Figure 2 is an input
ﬁle by means of an example: list reverse. Output of MLAT is a ﬁle which
includes the generated abstract transition system and properties for veriﬁcation.
The output ﬁle has a form compatible with NuSMV [8].
Programming language of MLAT is called PML (Pointer Manipulation Language), which is a simpliﬁed language but has enough expressive power of pointer
manipulation. First, MLAT parses a PML program given in Source section
in the input and generates a control ﬂow graph (CFG) in which labels and
commands are assigned to vertexes and edges respectively. Next, an abstract
transition system is generated by tracing every path in the CFG. In predicate
abstraction framework, two essential procedures are calculation of the weakest
precondition and satisﬁability checking. States in the abstract transition system
are deﬁned by combination of truth values of predicates and a vertex of CFG.
The transition relation is decided by satisﬁability checking. That is, if φ1 and
φ2 are corresponding formulae for abstract states s1 and s2 respectively and σ is
the command sequence from s1 to s2 , transition from s1 to s2 exists if and only
if φ1 ∧ wp(σ, φ2 ) is satisﬁable, where wp(σ, φ2 ) is the weakest precondition of φ2
for σ. The authors proposed a procedure for the weakest preconditions for PML
commands [3], and a decision procedure for 2CTLN [9]. After generation of the
abstract transition system, MLAT invokes NuSMV and passes the output ﬁle
to verify properties. Properties for veriﬁcation are passed directly to the output
ﬁle and not used in abstraction.
Automatic veriﬁcation of large programs requires huge memory. We take an
approach in cooperation with interactive proof assistant Agda [10]. That is, to
prove a given property, divide it into lemmas for small subprograms on Agda.
Such lemmas are then veriﬁed by MLAT that is connected by Agda plug-in
system.
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%%Decl // variable declarations
Var x, y, t, u, v;
Field next;
Label start, end;
%%Source // a PML program
start:
y := NULL;
while (x != NULL) {
t := y;
y := x;
x := x.next;
y.next := t;
}
end:
%%Pred
p0 =
p1 =
p2 =
p3 =
p4 =
p5 =
p6 =

x
u
v
x
v
v
y

// predicates
==> E<next>F
==> E<next>X
==> NULL;
==> E<next>F
==> E<next>X
==> x;
==> u;

for abstraction
u;
v;
NULL;
u;

%%Spec // specification to verify
spec3 = [](start && p0 && p1 && !p2 && p3 -> [](end -> p4));
Figure 2: An input ﬁle of MLAT for verifying ‘list reverse’ program
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An example

An example is the list reverse program. We verify that when the program takes a
non-circular singly-linked list, it returns a list in which all pointers are reversed.
Veriﬁed properties are as follows:
1. The program does not abort. That is, null pointers are not dereferenced.
¤ (start ∧ ¬abort → ¤¬abort)
2. All reachable cells from program variable x at the beginning are reachable
from program variable y at the end.
¤ (start ∧ @x Enext Fu ∧ @u ¬NULL → ¤ (end → @y Enext Fu))
3. For all cells u, v in the list, if the next cell of u is v at the beginning, then
u is the next of v at the end.
¤(start ∧ @x Enext Fu ∧ @u Enext Xv ∧ @v ¬NULL ∧ @x Enext FNULL
→ ¤ (end → @v Enext Xu))
Property 1 and property 2 can be veriﬁed only with predicates which are subpFormulae of each property. If try to verify property 3 in the same way, spurious
counterexamples are found. For verifying property 3 successfully, we need to
add two more predicates. Figure 2 is the input ﬁle for verifying property 3 in
which p5 and p6 are additional predicates. Veriﬁcation times including NuSMV
are; 1.2 seconds for property 1, 1.3 seconds for property 2, and 13.8 seconds for
property 3. The measurements were performed using Red Hat Linux ES3 with
Java 1.5.0 03 and NuSMV 2.4.1 on a computer equipped with Xeon 3.0GHz
processor and 4GB RAM.
Property 3 is also proved interactively in cooperation with Agda. First, we
manually divide property 3 into three lemmas. Each lemma is passed to MLAT
and veriﬁed automatically. Finally, a proof of property 3 can be constructed by
using the lemmas.
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Conclusion

MLAT is ongoing work. We are working to deal with more practical programs.
Future work for enhancement includes; abstract interpretation based on calculation of the strongest postcondition, a decision procedure for alternation free
µ-calculus [11] for more expressive power of predicates, and reﬁnement of predicates based on counterexamples.
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